EDFR Remote Desktop Web Portal with MFA Guide

Microsoft MFA Setup

EDFR leverages MFA (Multi-Factor Authentication) to provide secure access to its Remote Desktop Web Portal. Follow
the below steps to configure your MFA settings. To use the Remote Desktop Web Portal, you need to use either the
Microsoft Authenticator mobile app or phone call verification options. The mobile app is recommended as it provides
faster, more convenient notification approvals and is less intrusive than the phone call method.

1. Go to the Microsoft Security setup web page from your desktop or mobile device: https://aka.ms/MFASetup

2. Sign in using your company email and password. After signing in, you should see a ‘More Information Required’
message. Click Next.

BY Microsoft
your.username@edf-re.com

More information required

Your organization needs more information 1o keep
your account secure

Use a different account

LEarm more

3. A ‘Keep your account secure’ wizard appears, showing the first verification method to set up. On your mobile
phone, use the iOS AppStore / Google Play Store to search for and install the Microsoft Authenticator app. To
send a link for the app directly to your mobile phone, click here. After you have intalled the Microsoft
Authenticator app, select Next.

Keep your account secure

Your erganization requires you to set up the following methods of proving who you are.
Method 10f 2: App
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App Phone

Microsoft Authenticator

Start by getting the app
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o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next
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Lwant to set ypn 3 different method



https://aka.ms/MFASetup
https://www.microsoft.com/en-us/account/authenticator?#getapp

4. The ‘Set up your account’ page will appear. Click Next and go to your mobile device to continue the setup.

Keep your account secure

Your organization requires you to set up the following methods of proving whe you are.
Method 1 of 2: App
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App Phane

Microsoft Authenticator

Set up your account

f prompted. allow notifications. Then add an account. and select “Werk or school”.
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5. Open the Microsoft Authenticator app on your mobile device. If prompted, Allow notifications. Select Add
account from the icon in the upper-right corner, and then select Work or school account.

< Add account

What kind of account are you adding?

=- Personal account / ®

=. Work or school account @

Other account (Google, Facebook, @
etc.)

Note: If prompted, select Allow for the app to access your camera. This is needed so the app can take a picture of
the QR code in the next step. If you do not allow camera access, you can still set up the authenticator app, but

you'll need to add the code manually.



6. Use your mobile device to scan the QR code displayed on your browser. The authenticator app should
automatically add your account. If the app cannot read the QR code, you can select the Can't scan image? link
and manually enter the displayed code and URL into the Microsoft Authenticator app.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

< Back Scan QR code Method 1of 2: App
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App Phane
Your account provider will display a QR code

Microsoft Authenticator

o I R L Scan the QR code

|?Scan the image below. _l

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code. choose “Next”,

|_ If you are unable to scan the—mlen

Or enter code manually — T
Lwant to set up 3 different method

7. Select Next on the ‘Scan the QR code’ page on your computer. A notification will be sent to the Microsoft
Authenticator app on your mobile device to test your account.

Keep your account secure
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8. Approve the notification that appears in the Microsoft Authenticator app. Back on your computer, the status on
the web page should show the notification was approved. Click Next to continue.

— Kee our account secure
— Accounts - Py
Your organization requires you to set up the following methods of proving who you are.
m EDF Renewable Energy Method 16§ 2: App
. . @edf-re.com @ 2
App Phone
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9. Onthe Phone set up page, choose Call me. Select your country code and enter your preferred phone number
that can be used for future verification purposes. This would typically be your mobile phone number. Click Next

to continue.

Keep your account secure

‘Your crganization requires you 1o set up the following methods of proving who you are.

Method 2 of 2: Phone

App Fhone

Phone

You can prove who you are by answering a call on your phone.

What phane number would you like to use? 3
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Message and data rates may apply. Choosing Mext means that you agree to the Terms of service and Privacy
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10. Microsoft will call to verify the phone number. When you receive the call, answer, and press the # key to
approve the verification. You can then end the call.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are,

Mathed 2 of 2: Phone

App Phone

Phone

We're calling +1 8581234567 now.

Back

L want to set up 3 different method Skip setup

11. The status on the web page should show your phone was successfully registered. Your security info is now
updated to use a phone call as a backup method to verify your identity when using two-step verification or
password reset. Click Next to continue.

Keep your account secure

Your arganization requires you to set up the following methods of proving who you are,

Method 2 of 2: Phone

App Phone

Phone

Call answered. Your phone was registered successfully
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12. Review the Success page to verify that you've successfully set up your security info for both the Microsoft

13. If you registered a phone number for your account in the past, it might be set as your default verification
method. You can check and change this by clicking the Security info tab on your account page or using this link:

14.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Method 2 of 2; Done
App Phane

Success!

Graeat job! You hawe successfully set up your security info. Choose "Dane” 1o continue signing in.

Default sign-in method: Microsoft Authenticator - notification
% Phone
+1 8581234567

o
o Microsoft Authenticator

Authenticator app and phone call methods. Select Done to complete the registration process.

https://mysignins.microsoft.com/security-info

Verify the listed phone number(s) are correct and the Default sign-in method is set to Microsoft Authenticator -
notification, or Phone - call if you prefer. To make a modification, click Change and make your selection. Be
aware, if you select Phone - call, you may receive phone verification calls at unexpected times when
authentication sessions expire and attempt to automatically authenticate again. This is another reason the

Microsoft Authenticator notification method is recommended as it is less intrusive.

My Sign-Ins v

Q. Overview
|.%9 Security info
B=A Organizations

L Devices

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification

~+ Add method

Which method would you like to use to sign in?

Change default method

Microsoft Authenticator - notification ~

continued on next page...



https://mysignins.microsoft.com/security-info

EDF Remote Desktop Web Portal

1. Got to the web portal address https://rdweb.edf-re.com
(Have your phone ready as you will need it in the coming steps for MFA approval.)

2. Enter your Username and Password when prompted and click the “Sign in” button.

8  https;//rdweb.edf-re.com

Sign in

User name

youruser.name

Password

Privacy policy Sign in

3. Upon successful login, you will be presented with the published apps you’ve been granted access to.
Remote Desktop Web Client % B

& https;//rdweb.edf-re.com

i All Resources

~ Work Resources

i =
Calculator WordPad

4. Click on the published app you would like to launch.


https://rdweb.edf-re.com/

5.

7.
8.

During this connection process, an approval request will be sent either via phone call or notification to the
Microsoft Authenticator app on your mobile phone depending on the option you chose earlier for your default
MFA method. This should occur during the “Opening remote port” status shown above.

Connecting and launching “Calculator”

Opening remote port

For the phone call method, press “#” to approve after answering the call. For the mobile app, click “Approve”
when the pop-up notification appears on your phone.

Approve sign-in?
EDF Renewable Energy
@edf-re.com

Deny Approve

*If the published app fails to connect and you did not receive the notification, unlock your phone and launch the
Microsoft Authenticator mobile app. Then repeat the above step to launch the published app on the web page.

The application should then launch in the portal.
Remote Desktop Web Client x IS

O G  https://rdweb.edf-re.com/R

it All Resources E

JCa\cuI... =
View Edit Help

If you need to launch another app, click on “All Resources” and then click on the next app.
When you are finished working, click “Sign Out” in the upper right corner and close the tab in your browser.



